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ITH MORE THAN a dozen related bills in
Congress, cybersecurity has become a
pressing policy topic. Several of these
bills would give federal regulators the
power to mandate how private sector
networks are secured. But do private networks really need
to be told how to protect themselves? If there’s no market
failure for the government to correct, then shouldn’t pri-
vate networks be left to secure themselves? Having direct
knowledge of their systems, they are surely better equipped
than outsiders—and should have the greatest incentives—to
do so. In this short briefing paper, we explain what a mar-
ket failure is and how the concept applies to cybersecurity.

WHAT IS MARKET FAILURE?

JUST BECAUSE A threat exists doesn’t mean regulation is nec-
essary. If that were the case, Americans would need laws to
tell us what kinds of locks to put on our doors. We don’t have
such laws, of course, because individuals have an incentive to
protect their own homes.

If ahome is burglarized, it is the resident’s belongings that will
be taken. In economics jargon, we say that the owner inter-
nalizes the risk of burglary—that is, he takes it into account.
As a result, he will spend an appropriate amount on a lock
that matches the risk. Most homes will be well protected with
a standard deadbolt from the hardware store. But if a home
contains valuable pieces of art, the owner may well choose
to go for a stronger lock, an alarm system, and maybe even a
guard. If he doesn’t and his art is stolen, then he alone inter-
nalizes the loss.

Proponents of cybersecurity legislation, however, have made
the case that private network owners do not completely inter-
nalize cyber risks.! The reason, they say, is that a loss stemming
from a cyber attack—against a financial network, for exam-
ple—will affect not just the network owner but thousands of
consumers as well. Again, in economics jargon, that’s called
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an externality—a cost you don’t take into account because it
falls on others.

As aresult, proponents of regulation say that private network
owners won’t spend the appropriate amount on security to
match the risk. That is a market failure, they say, and only gov-
ernment intervention can ensure that we get the right amount
of cybersecurity.

The presence of an externality, however, does not necessarily
mean there is a market failure. Externalities are often inter-
nalized—again, taken into account—by private parties with-
out government intervention. This is true both generally and
in the realm of cybersecurity. Policy makers should, therefore,
be careful not to enact cybersecurity legislation just because
they observe an externality.

EXTERNALITIES 101

BECAUSE CYBERSECURITY LEGISLATION is presented as a
way to correct externalities, we must understand what exactly
externalities are. First, the technical definition: an externality
is a cost or benefit that is borne by a party who did not agree
to the action that caused the cost or benefit. Externalities that
impose costs are called negative externalities, and those that
confer benefits are called positive externalities. Now, let’s
illustrate this concept with some examples.

In the case of home door locks described above, there is no
externality because the owner alone internalizes the costs
and the benefits of his own actions. Now, let’s consider a posi-
tive externality. Let’s say a homeowner decides to have a gar-
den in front of his house and buys and plants many beautiful
flowers. He internalizes the benefits of his actions because he
gets enjoyment from his garden, but he doesn’t internalize all
of the benefit. Neighbors and anyone walking past his home
will also benefit from the view, even though they did not agree
to the owner planting the garden.

A negative externality is just the opposite. Suppose a hom-
eowner neglects his front lawn so that it is overgrown and cov-
ered with trash. The resultis an eyesore that affects the resale
values of neighboring houses. Itis a cost imposed on the neigh-
bors without their agreement. In the same way that the hom-
eowner doesn’t capture all the value created by his garden,
he doesn’t capture all the costs his junky front lawn imposes.

In the case of cybersecurity, some experts have argued that
network security has positive externalities that private net-
work owners cannot internalize. As a result, they will not pro-
vide the “socially optimal” amount of cybersecurity unless
the government requires it. This is like saying that we won’t
see many beautiful gardens unless government mandates it
because private homeowners can’t internalize all the posi-

2 MERCATUS ON POLICY NO. 106 MARCH 2012

tive externalities. The economic reality is that just because
you recognize that an activity creates an externality, it doesn’t
mean that there is a market failure—that is, that markets left
to themselves cannot provide the good. In fact, markets over-
come externality problems all the time.

HOW MARKETS DEAL WITH EXTERNALITIES

GOVERNMENT INTERVENTION IS justified when there is a
market failure, and some externalities certainly qualify as
market failures. One example is a chemical plant that emits
an odorless and colorless gas byproduct that can cause can-
cer. But not all externalities result in market failures. Policy
makers should understand how markets solve externality
problems to recognize—as in the case of cybersecurity—
when governments should intervene and when they should
not. Here are some ways that markets deal with externalities.

In his famous paper “The Problem of Social Cost,”> Nobel
Laureate Ronald Coase noted that externality problems are
reciprocal in nature. For example, say there are two neighbor-
ing houses. One of them owned by a writer who needs total
silence to do his work, while the other is owned by a violinist
whose work is to practice his instrument. The violinist plays
six hours a day, during work hours, and while it’s not loud,
it’s somewhat audible inside the writer’s home. This is a case
of an externality—a positive one if you love violin music but a
negative one for the writer. Coase’s insight was that to make
the violinist stop playing is as much a harm to him as his play-
ing is to the writer.

“The real question that has to be decided is: Should A be
allowed to harm B, or should B be allowed to harm A?” Coase
wrote, “The problem is to avoid the more serious harm.”?

What Coase discovered is that markets will automatically
avoid the more serious harm when it is well established who
has the right not to be harmed and when it’s easy for the par-
ties to transact with each other. Let’s say that the socially opti-
mal outcome is that both writer and violinist are allowed to
comfortably ply their trades by soundproofing the violinist’s
studio. Markets will arrive at that outcome—that is, solve the
externality—regardless of how you assign the right not to be
harmed. If the writer has the right not to be harmed, then the
violinist will pay to soundproof his studio. If the violinist has
the right, then the writer will pay the violinist to do so.

But what if transacting among parties is more difficult and
not as easy as reaching an agreement between two neigh-
bors? A deeper reading of Coase shows that firms can help
solve externalities by reducing the cost of transacting. For
example, much like some experts argue about cybersecurity
today, economists in the past argued that markets would not
provide the socially optimal number of lighthouses. Private




FIGURE 1: ORGANIZATIONS ARE STEADILY INCREASING THEIR INVESTMENT IN IT SECURITY
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firms, they said, could not internalize the positive externali-
ties of lighthouses because the cost of transacting with each
passing ship would be incredibly high.

When Coase examined the historical record, however, he
found that most lighthouses built in Britain in the 17th and
18th centuries were privately constructed. Firms that owned
harbors built the lighthouses because many of the ships that
benefited from the lighthouse paid for the use of the harbor.*

INFRAMARGINAL EXTERNALITIES

FINALLY, THE FACT that an externality exists should only
matter to policy makers if a government intervention could
improve the situation. In many cases, it cannot. For exam-
ple, when a citizen can read, it benefits all of society and not
just the individual. That is a positive externality. As a result,
some might suggest that we should subsidize or mandate
literacy education.

Just like the homeowner planting a garden, however, it may
be the case that learning to read benefits the individual more
than it costs. Economists call this type of externality “infra-
marginal.” It means that the homeowner will plant the flowers
even if he can’t capture all the benefits. As a result, a subsidy
or mandate may not be necessary since we will get the same
amount of literacy with or without subsidies or mandates.

THE EXTERNALITIES OF CYBERSECURITY

IN THE CASE of cybersecurity, the socially optimal level of
security is difficult to know. But the best evidence shows that
private firms do, in fact, spend quite a bit on securing their
assets.’ As figure 1illustrates, private firms are devoting larger
shares of their IT budgets to security. They do so because they
have a lot on the line as well—sometimes billions of dollars.
If firms’ potential losses are enough to ensure that they take
substantial security precautions, then a large portion of the
national security externality is irrelevant from a market fail-
ure perspective. In other words, private firms may already be
providing the positive externality for self-interested reasons
and no new subsidy or mandate will make a difference.

CONCLUSION

POLICY MAKERS SHOULD be careful not to intervene in mar-
kets unless they know they can improve the outcome. In par-
ticular, they should be sure that a problem exists and that the
proposed solution will work. The more they can rely on con-
crete evidence, the better. Policy makers should also be sus-
picious of interest groups who benefit from regulation at the
expense of everyone else. There is a lot of money to be made
by sensationalizing cybersecurity risks, so we need to be wary
of these claims.
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Regulating externalities when the market has already inter-
nalized them is not just unnecessary; it may be harmful. If the
government creates regulations for minimum gardening stan-
dards because it is concerned about the positive externalities
from gardens, people would have to expend time and money
to determine whether their flowers are sufficiently beautiful
to comply with the regulations. The regulations would make
a special interest group out of professional gardeners, who
would lobby for higher standards. The government would have
to spend money on a garden police to enforce the regulations.

Like gardens, the Internet developed without government
intervention. Unnecessary regulation could break down the
norms and practices that caused the Internet flourish in the
first place.
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