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EXECUTIVE SUMMARY 

Many analysts and decision makers have called on government to prioritize security initiatives based on

risk assessment and cost effectiveness. Few, however, have explained why a comprehensive regulatory

analysis framework is necessary to accomplish this. In this paper, we present a six-element regulatory

analysis framework for such regulations.

1. IDENTIFY THE DESIRED OUTCOMES. If government does not specify the desired outcomes, then there are

no concrete goals to guide action. Outcomes defined in terms of risk reduction and damage mitigation pro-

vide realistic benchmarks that measure the real benefits citizens receive from counterterrorism regulations.

2. ASSESS EVIDENCE OF MARKET FAILURE. Understanding the specific reasons that private action is 

insufficient and government action is necessary helps decision makers identify why people and assets are

at risk. If we know why people and assets are at risk, we can better craft solutions that actually stand a

chance of protecting them.

3. IDENTIFY THE UNIQUELY FEDERAL ROLE. Multiple levels of government, businesses, civil society, and

individuals all have security responsibilities. To ensure that the most critical jobs get done, each should

focus on what it is uniquely situated to do.

4. ASSESS EFFECTIVENESS OF ALTERNATIVE APPROACHES. Different regulations can accomplish the same

or similar goals with vastly different levels of effectiveness. Regulators and legislators should seek the most

effective means of accomplishing the goal.

5. IDENTIFY COSTS. Adopting a regulation directs government and private resources in one way instead

of another. Decision makers should be conscious of the foregone benefits, or “opportunity costs,” associ-

ated with each alternative.  

6. COMPARE COSTS WITH OUTCOMES. Some security regulations will sacrifice other values identified with

the American way of life. Government owes citizens a transparent accounting of how much the sacrifice

of such values improves security and at what cost.



The terrorist attacks of September 11, 2001 left

Americans feeling vulnerable as never before. For

weeks thereafter, citizens on the streets of the

nation’s capital glanced nervously skyward in

response to noises from above. Even in seemingly

safe communities across the heartland, people

thought twice before going out to shopping malls

or restaurants. A year later, Americans were still

on edge. Comments by the secretary of the

Department of Homeland Security (DHS) created

a run on duct tape and plastic sheeting, and

Washington suburbanites brooded over whether

the “Washington sniper” was the tip of al-Queda’s

latest plot. Arrests of shoe-bomber Richard Reid

(2001), the Lackawanna Group (2002), terrorist

cells in Toronto and Miami (June 2006), and the

UK-based group plotting to blow up US-bound

airplanes (August 2006) remind us that the threat

to the US homeland has not gone away. 

Everyone wants to be safe from terrorist attacks.

Since protecting citizens’ lives and property is a core

function of government, it should be no surprise

that the five years since 9/11 have seen a significant

upswing in security-related initiatives. And since

the vast majority of critical infrastructure and assets

in the United States are privately owned, it should

be no surprise that a significant number of these

initiatives involve regulation of private activity.

Security-related regulations are quite diverse,

ranging from data reporting on international 

visitors to reinforcement of airplane cockpit doors

to tracking sources and destinations of food. As of

March 2003, the Office of Management and

Budget (OMB) identified 69 draft proposed and

final regulations addressing homeland security. Of

those, 49 were intended to reduce the risk of a

future attack, and six were intended to mitigate 

the effects of a future attack. “The regulatory

amendments made since then seek to address vul-

nerabilities at our borders, security threats through

transportation, food, and chemicals, and provide

law enforcement with the tools needed to interdict

and apprehend potential terrorists,” OMB notes.1

Thus, the majority of homeland security 
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1 OMB, Office of Information and Regulatory Affairs, Informing Regulatory Decisions: 2003 Report to Congress on the
Costs and Benefits of Federal Regulations and Unfunded Mandates on State, Local, and Tribal Entities (2003):79,
http://www.whitehouse.gov/omb /inforeg/2003_cost-ben_final _rpt.pdf . OMB has not included a similarly compre-
hensive review of security-related regulations in subsequent reports, but the reports have identified an additional 12
major security-related rules. See OMB, Office of Information and Regulatory Affairs, Progress in Regulatory Reform:
2004 Report to Congress on the Costs and Benefits of Federal Regulations and Unfunded Mandates on State, Local, and
Tribal Entities (2004), http://www.whitehouse.gov/omb /inforeg/2004_cb_final.pdf , and OMB, Office of Information
and Regulatory Affairs, Draft 2006 Report to Congress on the Costs and Benefits of Federal Regulations and Unfunded
Mandates on State, Local, and Tribal Entities,  
http://www.whitehouse.gov/omb /inforeg/reports/2006_draft _cost_benefit_report.pdf .

 



regulations deal with counterterrorism, broadly

defined, as they attempt to prevent, deter, or

reduce the potential damage from terrorist attacks.

RISK-BASED ANALYSIS

Thoughtful scholars and policy makers recognize

that effective security measures must be based on

accurate assessment and prioritization of risks.2

The 9/11 Commission’s report repeatedly called

on the government to implement security meas-

ures that reflect assessment of risks and cost-

effectiveness.3 The DHS Strategic Plan indicates

the department’s intention to use risk analysis

when prioritizing resources.4 The DHS Interim

National Infrastructure Protection Plan notes,

“[E]ven with all the resources of the United

States, it is not possible to protect all assets

against every possible type of terrorist attack.”5

An almost infinite number of possible actions

might serve to mitigate an almost infinite number

of terrorist attacks. With limited public and pri-

vate resources, we cannot invest in all of them,

but rather must find a way to prioritize possible

actions. Setting priorities for government action

requires an understanding of the outcomes, 

consequences, and forgone benefits associated

with different measures to mitigate terrorist risks.

This Policy Resource lays out a framework for

ensuring that homeland security regulation is risk-

based and cost-effective. The framework draws on

two of the coauthors’ experience in regulatory

analysis and government performance manage-

ment and one coauthor’s experience in the legal

and policy aspects of counterterrorism, including

19 years in the Israel Defense Forces Judge

Advocate General’s Corps. There are of course

significant differences between America and

Israel in terms of size, GDP, culture, and nature of

the terrorist threat. In occasionally pointing out

Israeli examples, we do not mean to advocate that

America should simply copy what Israel does. But

precisely because Israel has dealt with terrorism on

a regular basis for decades, aspects of Israeli coun-

terterrorism practice reveal a sophisticated and

realistic attitude toward risk assessment that is

informative in the context of the US debate.

WHY EXAMINE SECURITY REGULATION?

We focus on regulation for several reasons. Federal

security initiatives will inevitably involve a great

Mercatus Center at George Mason University Policy Resource
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2 See, for example, the secretary’s opening letter in DHS, Performance and Accountability Report, Fiscal Year 2005: 1,
http://www.dhs.gov/dhspublic/interapp/editorial/editorial_0430.xml (Hereafter referred to as “DHS PAR”); Henry
H. Willis, Andrew R. Morral, Terrence K. Kelly, and Jamison Jo Medby, Estimating Terror Risk (Santa Monica, CA:
Rand Center For Terrorism Risk Management Policy, 2005); DHS, Interim National Infrastructure Protection Plan
(Feb. 2005): 1. 
3 See, for example, The 9/11 Commission Report: 364, 365, 391, 396, http://www.gpoaccess.gov/911/index.html.
4 DHS, Securing Our Homeland: US Department of Homeland Security Strategic Plan: 11, 
http://www.dhs.gov/interweb/assetlibrary/DHS_StratPlan_FINAL_spread.pdf.
5 DHS, Interim National Infrastructure Protection Plan (Feb. 2005): 1.



deal of regulation, and security-related regulation

has seen significant growth.6 But because the 

purpose of regulation is to modify the behavior of

individuals and businesses, a full assessment of

outcomes and effects is often more complicated

and subtle than in the case of programs and serv-

ices directly provided by the government. The

threat of terrorism, however, means the stakes are

quite high. To ensure that Americans are as safe as

possible, we must carefully assess the likely effects

of counterterrorism regulations.

The principles we outline are not new; indeed,

most are articulated in the Office of Management

and Budget’s Circular A-4, which guides federal

agencies’ regulatory analyses. Others are implicit

in initiatives to improve the management and

performance of federal agencies, such as the

Government Performance and Results Act and

OMB’s Program Assessment Rating Tool. Some

can even be found in official DHS documents,

such as its Strategic Plan. Thus, we largely 

extrapolate from the federal government’s own

stated policies and procedures for managing 

programs and regulations.

Our primary goal is to explain a framework. We

draw upon many types of examples that illus-

trate various points in order to demonstrate the

versatility of the framework. While we hope the

information in the specific examples is useful to

decision makers or analysts charged with assessing

or deciding upon particular regulations, we do not

claim to provide a comprehensive analysis of any

of the regulations we discuss.

WHAT AN ANALYTICAL FRAMEWORK CAN AND

CANNOT DO

In policy debates, an analyst who points out 

beneficial aspects of a regulation often gets labeled

“pro-regulatory.” An analyst who points out unde-

sirable consequences gets labeled “anti-regulatory.”

Those who glibly apply the labels fundamentally

misunderstand the nature and purpose of regulatory

analysis. The purpose of analysis is to provide deci-

sion makers with a realistic understanding of the

consequences of alternative courses of action.

Effective decision making requires two things:

knowledge of the consequences of alternative

courses of action and value judgments that allow

the decision maker to determine which conse-

quences are most desirable. Regulatory analysis

provides the first component, but not the second.

Regulatory analysis is a tool for understanding

causation—what is, and what would likely happen

as a result of various policy initiatives. To decide

Mercatus Center at George Mason UniversityPolicy Resource
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6 The post-9/11 budgets for the regulatory agencies now housed in DHS are $11 billion greater in fiscal 2006 than in
fiscal 2000. For more information on trends in security-related regulation, see Susan Dudley and Melinda Warren,
Moderating Regulatory Growth: An Analysis of the US Budget for Fiscal Years 2006 and 2007 (Weidenbaum Center,
Washington University in St. Louis and Mercatus Center, George Mason University, 2006),
http://www.mercatus.org/Publications/pubID.2340,cfilter.5/pub_detail.asp.

 



what should be done, decision makers must combine

the results of regulatory analysis with value judg-

ments that reflect their assessment of what is worth

doing. The analyst may be able to rank ten very 

different regulations intended to prevent terrorism

in terms of their cost effectiveness in saving lives.

But the analysis cannot, by itself, determine how

many of those regulations are worth implementing.

Similarly, comparing costs and benefits does not

automate decisions, because the different decision

makers may ascribe different values to the benefits.

When benefits are expressed in monetary terms,

the dollar amounts usually reflect the value of the

benefits to the “average” or “typical” person. Cost-

benefit analysis may mask significant diversity in

the value that different people attach to the bene-

fits. Two different decision makers, armed with the

same information about cost effectiveness or the

same cost-benefit comparisons, can still reasonably

disagree about what to do based on their values.

Regulatory analysis is an indispensable tool for

decision makers. It cannot, however, substitute

for judgment when it comes time to make 

decisions. The analysis is not an algorithm that

automatically produces a list of “correct” answers

that can be read off of a graph or table.

But just as analysis is not a substitute for judgment,

values are not a substitute for understanding reality.

Without the firm grounding in reality provided by

regulatory analysis, decision makers are flying

blind, and we are less safe from terrorism as a result.  

1.  IDENTIFY THE DESIRED

OUTCOMES

“If you don’t know where you’re going, any road

will take you there.”

—George Harrison

An outcome is the benefit to the public 

produced, or harm avoided, as a result of a gov-

ernment action.7 Vague goals like “protecting

the homeland” or “winning the war on terror” are

Mercatus Center at George Mason University Policy Resource
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KEY STEPS IN

REGULATORY ANALYSIS

Identify the desired outcomes

Assess evidence of market failure

Identify the uniquely federal role

Assess effectiveness of alternative
approaches

Identify costs

Compare costs with outcomes

1.
2.
3.
4.

5.
6.

7 We use the term “outcomes” rather than “benefits,” because some policy results that are of great interest to decision
makers may not fit the economist’s definition of society-wide “benefits.” A focus on outcomes, rather than a narrower
focus on benefits, permits a much wider application of the regulatory analysis framework.



not useful for identifying specific outcomes. To

constructively evaluate viable alternatives and

their relative merits, it is essential to define what

event/behavior/action the regulation is intended

to promote, prevent, or mitigate.

1A. VICTORY OR RISK MANAGEMENT?

Defining outcomes for homeland security requires

understanding and acknowledging that acts of

terrorism will occur. Accordingly, the question is

how a liberal democratic society minimizes 

terrorism. If the public has realistic expectations,

the government will likely develop better 

counterterrorism programs and institutions.

History has shown that terrorism cannot be

defeated, especially in a one-time battle.

Counterterrorism is similar to a war of attrition,

requiring enormous resources wisely spent, great

patience, and sophisticated policy. Decision 

makers do a great disservice to the public when

guaranteeing victory over terrorism. Terrorism

can be minimized, perhaps marginalized, but not

completely eradicated—a characteristic shared

with crime, political corruption, and other forms

of evil in this world.

The 9/11 Commission recognized this fact when

it noted,

We do not believe it is possible to defeat all

terrorist attacks against Americans, every

time and everywhere. A president should tell

the American people:

l No president can promise that a cata-

strophic attack like that of 9/11 will 

not happen again. History has shown 

that even the most vigilant and expert 

agencies cannot always prevent 

detemined, suicidal attackers from 

reaching a target.

l But the American people are 

entitled to expect their government 

to do its very best. They should 

expect that officials will have 

realistic objectives, clear guidance, 

and effective organization. They 

are entitled to see some standards 

for performance so they can 

judge, with the help of their elected 

representatives, whether the objec-

tives are being met.8

This is a message the Israeli public is accustomed

to hearing. Commenting on a recent terrorist

attack in Israel, Prime Minister Ehud Olmert

stated, “This is of course something we knew

might happen, as the terror organizations 

are constantly looking for opportunities to

carry out attacks in Israel. The security forces

foil such attempts daily, and we have many 

specific warnings of more plans for attacks. 

The security forces are deployed all across the

Mercatus Center at George Mason UniversityPolicy Resource
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country, but we are aware that it is impossible

to prevent every such incident.”9

One can also find statements from past Israeli

prime ministers that reflect this kind of 

realism. In his Nobel Peace Prize acceptance

speech, former Prime Minister Yihtzak Rabin

noted that even a society that values the sacred-

ness of human life recognizes that lives will be

lost despite enormous precautionary investments:

To defend those lives, we call upon our 

citizens to enlist in the army. And to defend

the lives of our citizens serving in the army,

we invest huge sums in planes, and tanks, in

armored plating and concrete fortifications.

Yet despite it all, we fail to protect the lives of

our citizens and soldiers. Military cemeteries

in every corner of the world are silent testi-

mony to the failure of national leaders to

sanctify human life.10

Indeed, sometimes the defense of life itself

requires that people place their lives in jeopardy:

Almost all the regimes which did not place

Man and the Sanctity of Life at the heart of

their world view, all those regimes have col-

lapsed and are no more. You can see it for

yourselves in our own day.

Yet this is not the whole picture. To preserve

the Sanctity of Life, we must sometimes risk

it. Sometimes there is no other way to defend

our citizens than to fight for their lives, for

their safety and sovereignty. This is the creed

of every democratic state.11

Israeli business leaders offer similarly realistic sen-

timents. Opher Lincheveski, chief financial officer

of Egged, Israel’s largest bus line, noted sensible

reasons that prevent his company from offering his

passengers a 100 percent guarantee of safety:

Well, we have shown the public we are trying

our best to minimize the level of risk. But

there’s a marketing dilemma; we can’t push

security too hard. Let’s say we run a commercial

showing our guards checking the passengers.

Okay, people watch the commercial and then

confidently board an Egged bus, which is sub-

sequently bombed. You see? There are matters

of credibility, and there are legal matters that

would arise . . . We won’t say, “Egged is safe,”

because we don’t see an elimination of attacks.

Hopefully, what we’ve done will stop many.
12

Mercatus Center at George Mason University Policy Resource
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9 Ilan Marciano, “Olmert: We’ll Know How to Respond.” Ynetnews, April 17, 2006, 
http://www.ynetnews.com/articles/1,7340,L-3240770,00.html.
10 Yitzhak Rabin, Nobel Peace Prize Lecture, 1994,
http://nobelprize.org/nobel_prizes/peace/laureates/1994/rabin-lecture.html
11 Ibid. 
12 Dan Carrison, Business Under Fire: How Israeli Companies Are Succeeding in the Face of Terror—and What We Can
Learn From Them (New York, NY: AMACOM, 2005), 53. 

 



Sometimes counterterrorism “success” consists of

mitigating the effects of attacks that cannot

always be prevented. In the spring of 1996 

(during the Jewish holiday of Purim), a

Palestinian terrorist intended to carry out a 

suicide bombing inside a Tel Aviv shopping mall,

Dizingoff Center.13 When he approached the 

mall, he noticed the number of security guards at

the entrance. As a result, the terrorist exploded

himself at a street intersection. While the human

tragedy was enormous, the damage was less than it

would have been had the terrorist carried out the

suicide bombing inside the mall. The only reason

the terrorist changed his plans was the larger-

than-normal number of guards at the entrance.14

British officials reiterated the risk reduction 

message when they announced the arrest of 

terrorists plotting to blow up US-bound planes 

in August 2006. John Reid, the British home 

secretary, noted, “[W]hile the security services

would deliver 100 percent effort and dedication,

they could not guarantee a 100 percent success

rate in fighting terrorism.”15

1B. RISK REDUCTION AND DAMAGE MITIGATION

The fact that a successful attack has not occurred

on American soil since 9/11 should not be the

primary measure of counterterrorism “success.”

Furthermore, if a terrorist attack occurred in the

United States tomorrow, that would not inher-

ently imply that all government policies had been

abject failures. For this reason, goals and perform-

ance measures for homeland security need to 

be expressed in terms of reducing the risk and

damage associated with terrorist attacks.

Consider, for example, regulations intended to

prevent the recurrence of a major terrorist inci-

dent such as the 9/11 attacks. One measure of the

effect of the attacks is the dollar value of damage

done to the World Trade Center, New York City,

and the national economy. Estimates of $50 bil-

lion—$200 billion are not uncommon, depending

on the range of factors considered.16 Given such

figures, a regulation that significantly reduced the

likelihood of a major terrorist attack would 

produce significant benefits. Even if the size of the

risk reduction is not measurable, it would be 

useful to know how much a regulation is likely to

reduce the size of a terrorist incident’s effects. 

1C. RISK VS. UNCERTAINTY

Not every type of “risk” can be quantified. To

understand the outcomes of counterterrorism reg-

ulations, one must distinguish between the idea

Mercatus Center at George Mason UniversityPolicy Resource
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13 Raine Marcus and Steve Rodan, “12 Die in TA as Hamas Terror Strikes Again,” The Jerusalem Post, March 5, 1996, 1.
14 Amos N. Guiora, “Counterterrorism and Employment: An Israeli Perspective” (August 2005). Case Legal Studies
Research Paper No. 05-26, http://ssrn.com/abstract=785368.
15 “UK Police Say Aircraft Bomb Plot Foiled,” Aljazerra.net, August 10, 2006,
http://english.aljazeera.net/NR/exeres/556C70AC-5DE4-41C3-A746-009274E8149F.htm.
16 See, for example, US Government Accountability Office, “Impact of Terrorist Attacks on the World Trade
Center,” Report NO. GAO-02-700R.

 



of risk and the idea of uncertainty. The two 

concepts are often conflated into discussion of

risk but they are distinct.  

Risk is the probability that certain outcomes

either will occur or will not occur. When 

all possible outcomes are known and their 

probabilities can be reasonably estimated, then

it is possible to quantify a regulation’s effect on

security by estimating its effect on the likelihood

and size of various outcomes. The probability of

a terrorist event multiplied by the size of the

consequences gives us the direct benefits of

avoiding that event. 

Uncertainty occurs when some probabilities or

outcomes are genuinely unknown. It is impossible

to make a risk profile and calculate a probability

of an occurrence under genuine uncertainty. 

In short, risk is measurable, while uncertainty 

is unquantifiable.17

The Food and Drug Administration’s (FDA’s)

analysis of recordkeeping regulations that allow

the FDA to trace the source of food contamina-

tion illustrates the difference between risk and

uncertainty.18 Based on past data on the 

frequency and severity of food-borne illnesses,

the FDA was able to estimate the probability of

future accidental outbreaks, which helped it

estimate the benefits of regulatory action.

However, it was unable to estimate the probability

of outbreaks intentionally caused by terrorists

because there are few data on which to base such

a probability.19

Defining outcomes of counterterrorism measures,

therefore, requires identifying which types of

terrorist attacks involve measurable risk and

which ones involve genuine uncertainty. 

When risk can be measured or estimated, 

then one desirable outcome of counterterrorism

regulation is a reduction in the measurable 

risk of attack. Another desirable outcome is a

reduction in the likely damage the attack could

do to lives and property. For terrorist attacks for

which probabilities are unknown, it should still

be possible to measure the effects of mitigation

measures intended to reduce damage. If one 

cannot measure the likelihood of an attack, 

then the best one can hope for is a transparent

policymaking process that lets citizens see,

understand, and evaluate decision makers’

“judgment calls.”

Mercatus Center at George Mason University Policy Resource
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17 Mary R. Brooks and Kenneth J. Button, “Market Structures and Shipping Security,” Maritime Economics & Logistics
8 (2006): 105-06. The classic distinctions are made in Frank H. Knight, Risk, Uncertainty, and Profit (Chicago:
University of Chicago Press), 19-21, and Ludwig von Mises, Human Action (Chicago: Henry Regnery Company,
1949), 107-110.  
18 “Establishment and Maintenance of Records under the Public Health Security and Bioterrorism Preparedness and
Response Act of 2002,” 69 Federal Register 71562, http://www.cfsan.fda.gov/~acrobat/fr04d09a.pdf. 
19 “Establishment and Maintenance of Records under the Public Health Security and Bioterrorism Preparedness and
Response Act of 2002,” 69 Federal Register 71562, p. 71614, col. 3, http://www.cfsan.fda.gov/~acrobat/fr04d09a.pdf. 

 



1D. TRADEOFFS ARE INEVITABLE

Resources are limited in comparison to the

panoply of human wants and needs. Decision

makers must necessarily choose which risks and

uncertainties they will seek to mitigate, and to

what extent. Limited resources mean zero risk is

impossible. Government cannot put “a cop on

every street corner” to prevent terrorism.

Suppose, for example, that there are three lines

at an airport and one guard who can physically

be stationed at only one of the lines. Perhaps

the guard can rotate between all three, but at

any given time, at least two of the three lines

will be unprotected (and if he rotates between

the three then at some time all three will be

unprotected). The decision to post the guard in

one location is also a decision not to post him

in the other locations. It is a decision to accept

some risks in order to reduce a more significant

risk. Risk assessment is inherently necessary in

proactive counterterrorism.

This lesson is well-understood in Israel. In the

Israeli town of Sderot, which has been regularly

bombarded with Palestinian missiles, children

and adults face higher risk and are more likely to

be traumatized as a result. However, the education

minister decided in 2006 not to provide an

“escape” summer camp for the kids of Sderot.20

Protestors want additional security for the city

under attack; however, the government has yet 

to comply with their demands. Presumably, 

part of this decision-making process involves 

comparing the effectiveness of alternative uses 

of resources.21

The government constantly redeploys security

forces in Israel to the changing areas of greater

threat, because it cannot simultaneously 

protect all locations. Therefore, it moves forces

to the locations currently facing the greatest

threat, such as public malls on school vacations

and synagogues during religious holidays. 

The Israeli news media widely reports 

such redeployments. 

l April 13, 2006: “In order to maintain 

the holiday atmosphere and make 

sure that all events go by peacefully, 

security forces have raised their alert 

level in the past few days. At this 

time, security authorities are contending 

with 78 warnings regarding plans to 

carry out terror attacks, including 16 

concrete warnings.”22

Mercatus Center at George Mason UniversityPolicy Resource
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20 Ariana Melamed, “Get the Kids Out of Sderot,” Ynetnews, June 14, 2006, 
http://www.ynetnews.com/articles/0,7340,L-3262759,00.html.  
21 Shmulik Hadad, “Qassam Barrage Hits Sderot,” Ynetnews, June 12, 2006, 
http://www.ynetnews.com/articles/0,7340,L-3261677,00.html. 
22 “Pesach: Israelis Head for Tourism Sites,” Ynetnews, April 13, 2006, 
http://www.ynetnews.com/articles/0,7340,L-3239483,00.html. 

 



l April 12, 2006: “While millions of Israelis 

will attend the Passover Seder Wednesday 

evening, thousands of soldiers will be 

deployed across the country for fear of 

terror attacks. Security will be boosted 

around synagogues as well, with at least 

one armed guard placed at every syna-

gogue. Police officials also briefed hotel 

officials and requested that security be 

boosted for the holiday.”23

l March 27, 2006: “Meanwhile, security at 

malls and entertainment venues will be 

significantly reinforced, as masses are exp-

ected to use the day off for shopping.”24

l March 12, 2006: “The Israeli police 

completed its preparation measures for 

the Purim holiday this week. Thousands 

of additional police officers, Border 

Guard officers, volunteers, and IDF 

soldiers will spread out all over Israel, 

in town centers, vacation spots, parks, 

and entertainment centers. The high 

alert will last through Thursday.”25

l December 31, 2005: “In addition to 

traffic control and law enforcement, the 

Israel Police has received 49 warnings of 

intensions by terror groups to carry out 

attacks this evening. Police said 10 of 

the warnings are based on pinpoint 

intelligence tips of plans to attack 

specific busy sites, where security 

checkpoints have been set up.”26

Perhaps understandably, there are few public

announcements identifying the facilities or

assets that such redeployments leave less 

protected. But Gil Kleiman, a spokesperson for

the Israeli National Police, noted in 2004,

“There is no question that when (the intifada)

began in September 2000 a lot of police 

manpower and resources were diverted to saving

lives from terrorism. Detectives who would have

been following up crime files were taken off to

investigate the suicide bombings, which were

happening almost daily.”27

Thoughtful analysts in the United States have

called for risk-based prioritization. A monograph

by the RAND Center for Terrorism and Risk

Management Policy suggests not only prioritiza-
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tion based on risk, but also offers tips on sensible

metrics. RAND finds that using a population-

based approach to assess risk “fares little better

than [a] random estimator.”28 A risk estimator

that aggregates three types of risk, including some

very specific event-based scenarios, does a much

better job.  

1E. CURRENT GOALS AND MEASURES

How well do current counterterrorism goals and

measures reflect outcomes associated with reduc-

ing the risk and mitigating the damage that ter-

rorists could do? The federal government outlines

the purpose of homeland security regulations in

two principal sets of documents: the DHS

Strategic Plan and Performance and Accountability

Report, required by the Government Performance

and Results Act, and the Office of Management

and Budget’s analysis of homeland security pro-

grams under the Program Assessment Rating

Tool (PART).

1F. STRATEGIC PLAN AND PERFORMANCE AND

ACCOUNTABILITY REPORT

DHS outlines seven strategic goals and multiple

strategic objectives under each goal.  The three

strategic goals most likely to generate counterter-

rorism regulations—awareness, prevention, and

protection—are also the most outcome-focused.

This focus is most apparent in the areas of 

prevention and protection, where the emphasis is

on safeguarding the American people from

threats and reducing the potential harm from 

terrorist acts.  

Some of the strategic objectives under the goals

also qualify as outcomes. For example, most of the

Protection objectives are pretty straightforward

outcomes: “Protect the public from acts of terrorism

and other illegal activities,” “Reduce infrastruc-

ture vulnerability from acts of terrorism,” “Secure

the physical safety of the president, vice 

president, visiting world leaders and other 

protectees,” and so forth.29 The first objective

under Prevention is “Secure our borders against

terrorists, means of terrorism, illegal drugs, and

violations of trade and immigration laws.”30 The

results implied here relevant to terrorism are 

pretty clear: terrorists, means of terrorism, and

illegal immigrants do not cross the border. These

are intermediate outcomes that presumably 

contribute to the ultimate outcome of reduced

likelihood of, or damage from, a terrorist attack. 

Some objectives are written as activities but

implicate outcomes. One objective under

Awareness is “Provide timely, actionable, accurate,

and relevant information based on intelligence

analysis and vulnerability assessments to home-

land security partners, including the 
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public.”31 Although “providing information” is 

an activity, the rest of the objective suggests that

the information must be useful to partners in

accomplishing an outcome.  

Unfortunately, other strategic goals focus more on

activities than on outcomes. “Lead, manage, and

coordinate” are clearly activities, not results.

Similarly, the Organizational Excellence goal is

really an internal management goal of building the

capabilities necessary to achieve outcomes. The

Service goal might be interpreted as the usual post-

Tom Peters pledge to provide “excellent service,”

but the associated objectives reveal more substance

than that. DHS uses the Service goal to enunciate

other important values, such as the free flow of 

people and commerce—values that counterter-

rorism sometimes supports and sometimes restricts.
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DEPARTMENT OF HOMELAND SECURITY STRATEGIC GOALS

AWARENESS: Identify and understand threats, assess vulnerabilities, determine potential impacts,
and disseminate timely information to our homeland security partners and the American public. 

PREVENTION: Detect, deter, and mitigate threats to our homeland. 

PROTECTION: Safeguard our people and their freedoms, critical infrastructure, property, and the
economy of our nation from acts of terrorism, natural disasters, or other emergencies. 

RESPONSE: Lead, manage, and coordinate the national response to acts of terrorism, natural dis-
asters, or other emergencies. 

RECOVERY: Lead national, state, local, and private sector efforts to restore services and rebuild
communities after acts of terrorism, natural disasters, or other emergencies. 

SERVICE: Serve the public effectively by facilitating lawful trade, travel, and immigration. 

ORGANIZATIONAL EXCELLENCE: Value our most important resource, our people. Create a 
culture that promotes a common identity, innovation, mutual respect, accountability, and team-
work to achieve efficiencies, effectiveness, and operational synergies. 

Source: Department of Homeland Security, Performance and Accountability Report, Fiscal Year 2005, 18. 
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In similar fashion, many of the strategic objec-

tives listed under the strategic goals are activities

rather than outcomes. The first objective under

Awareness is “Gather, fuse, and analyze all 

terrorism and threat related intelligence.” This

objective describes an important activity that

DHS is supposed to do, but it is not an outcome.

A number of objectives under Prevention 

are also activities, such as “Enforce trade and

immigration laws” and “Coordinate national

and international policy, law enforcement, and

other actions to prevent terrorism.”32 The most

obvious examples of activities occur under 

the Organizational Excellence goal. They

include “Drive toward a single departmental

culture” and “Continually improve our way of

doing business.”33

Ultimately, the agency must accompany out-

come goals with outcome measures that indicate

how much benefit the agency’s actions produced

or how much harm the agency’s actions avoided.

Relatively few of the DHS performance meas-

ures are outcome-oriented. Fewer than 20 of the

113 measures identify ultimate or intermediate 

outcomes. Many of the most outcome-oriented

measures apply to the Coast Guard or the 

Secret Service.  Some of the better ones include

a maritime injury and fatality index (five-year

moving average of maritime deaths and

injuries), number of firefighter injuries and 

civilian deaths from fire, and percentage of

Secret Service protectees who arrive and depart

safely.34 The Coast Guard has a Ports,

Waterways, and Coastal Security Risk Index

that appears to assess the contribution of the

Coast Guard’s actions in the fiscal year to 

the risk, vulnerability, and consequences of 

maritime terrorist attacks.35

The Federal Protective Service plans a Facility

Security Index that is partly outcome-based

because it involves testing the effectiveness of

countermeasures implemented by the FPS.

Other aspects of the index—which measure

whether the FPS actually implemented counter-

measures it planned to implement and how fast

the FPS responds to incident calls—are more

activity-focused.36

Some performance measures identify outcomes

but could be improved. The Air Marshal Service

tracks the number of criminal and terrorist

attacks initiated from aircraft where at least 

one air marshal was present. (The target and the

actual were both zero in fiscal 2004 and 2005.)37

32 DHS PAR, 38.
33 DHS PAR, 66.
34 DHS PAR, 200, 212-13, 234, 236.
35 DHS PAR, 232.
36 DHS PAR, 233.
37 DHS PAR, 195.

 



But if the goal of the program is deterrence, and

part of its effect occurs because potential perpe-

trators do not know whether an air marshal is

present or not, then a better outcome measure

would include all flights, or perhaps some set of

flights, where air marshals could be deployed.

Performance goals for airline baggage and 

passenger screening include an index that 

measures “effectiveness.”38 If “effectiveness” in

keeping dangerous people or items off airplanes is

indeed a leading indicator of safety, then this

index may provide some indication of screening’s

contribution to passenger safety.

Numerous measures merely count activities,

inputs, or outputs. Examples of these include: 

l “number of information analysis products,”

l “number of information analysis commu-

nity member organizations with which 

the Information Analysis and Infrastruc-

ture Protection (IAIP) Directorate is 

integrated,”

l “compliance rate for Customs Trade 

Partnership Against Terrorism (C-TPAT) 

members with the established C-TPAT 

security guidelines,”

l “percent of worldwide US destined 

containers processed through Container 

Security Initiative ports,”

l “percent of trucks and containers 

inspected using a specific technology, 

number of people trained, training 

programs accredited, and training 

programs conducted,”

l “development and support of a cyber 

security test bed,”

l “percent of assessed surface critical 

transportation assets or systems that have 

identified mitigation strategies,”

l “number of cyber security work products 

disseminated,”

l “percent of action items identified in 

After-Action Reports that were 

implemented,”

l “number of scholars supported,” and 

l a variety of compliance rates for 

cargo, vehicles, facilities, fishermen, and 

travelers.39

The problem with these activity-oriented

objectives and measures is not that they are

unimportant. Indeed, they may reflect critical

tasks that the department must achieve or

capabilities that it must develop. But achieve-

ment of activity-oriented objectives tells us

nothing about whether the department and its

regulations are successfully reducing the likeli-

hood and potential damage from terrorist

attacks. Only outcome-oriented objectives can

do that.  
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1G. PROGRAM ASSESSMENT RATING TOOL

For five years, OMB has sought to define and

measure outcomes for each federal “program,”

which in some cases includes regulations. DHS

and OMB have worked together to develop 

measures for many homeland security programs.

We examined the PART reports on regulations

related to domestic aviation. Some of the PART

measures also appear as measures linked to 

strategic goals in the Performance and

Accountability Report. Most of the measures are

outputs or activities, not outcomes.  

The accompanying table shows that 98 percent

of federal spending on airline security regula-

tion is for programs that received a “results not

demonstrated” rating as of fiscal 2005. “Results

not demonstrated” does not mean the regula-

tion is ineffective. Rather, it indicates that the

federal government lacks sufficient measures or

data to determine whether it is accomplishing

the intended results. None of these regulatory

programs received a results score above 34 out

of 100.40

The first section of PART asks questions about

the purpose and design of the program.  The 

program will be most effective if its stated purpose

reflects outcomes, rather than inputs and outputs.

Therefore, a counterterrorism program’s purpose

should include language that depicts public bene-

fits produced or harms avoided. The Air Cargo

Security program of DHS has a program purpose

that points towards outcomes. The purpose stated

in the PART assessment reads, “The Air Cargo

program develops and deploys advanced programs

and systems to ensure the safe and secure trans-

port of passengers and property in air transporta-

tion.”41 The desired outcomes—safe and secure

transport—appear in the second half of the sen-

tence. The program purpose is good but would be

more precise if it mentioned the reduction of risk

instead of “ensure the safe and secure transport.”

Similarly, the Flight Crew Training program pur-

pose stated in the PART evaluation reads: “The

purpose of the Flight Crew Training program is to

provide training to volunteer crewmembers to

prevent acts directed against commercial aviation

that could result in mass violence and death,

destruction of property, and damage to the

national economy.”42 Although the second half of

the sentence hints at outcomes, it seems to imply

that the program has achieved its purpose as long

as it “provides training.”
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REGULATION PART SCORE

PART
RESULTS
SECTION

SCORE (OUT
OF 100)

2005
FUNDING

LEVEL
ESTIMATE
(MILLIONS)

Baggage Screening

Technology

Results Not 

Demonstrated
28 $645

Passenger Screening

Technology

Results Not 

Demonstrated
34 $103

Screener Training Adequate 13 $89

Screener Workforce
Results Not 

Demonstrated
20 $2,522

Air Cargo 

Security Programs

Results Not 

Demonstrated
22 $45

Aviation Regulation and

Enforcement

Results Not 

Demonstrated
13 $226

Flight Crew Training
Results Not 

Demonstrated
0 $27

Federal Air 

Marshal Service

Results Not 

Demonstrated
0 $663

TOTAL 2005 FUNDING $4,320 

PERCENT OF FUNDING RATED

“RESULTS NOT DEMONSTRATED” 97.9

PART SCORES AND FUNDING LEVELS FOR

REGULATIONS RELATED TO AVIATION

Source: Information taken from the respective PART reports at http://www.expectmore.gov.

TABLE 1



The “details” section of each PART report 

lists the measures that each program uses and

labels them as either “outcome” measures, 

“output” measures, or “efficiency” measures.43

Many outcome measures and even some of the

output measures would be better classified as

intermediate outcomes. They do not provide a

measure of the public benefit produced or harm

avoided, but they might be leading indicators of

the outcome.

True outcome measures are few and far between

in PART analysis of air transport security. The

Screener Workforce Program has one outcome-

oriented measure that is not directly related to

safety. It is a measure of “Level of the Customer

Satisfaction Index (CSI-A) for Aviation

Operations.” If one goal of the Screener

Workforce is to provide customer satisfaction,

then this might be a good outcome measure—

though not a measure of security outcomes. 

The only other PART measure that could be 

classified as an outcome under a program’s 

PART evaluation is a measure for the Federal 

Air Marshal program that is also included 

in the DHS Performance and Accountability

Report: “Number of successful terrorist and 

other criminal attacks initiated from commercial

passenger aircraft cabins with FAM coverage.” As

noted above, this measure could be improved. 

The vast majority of the other PART meas-

ures classified as outcomes are actually interme-

diate outcome measures. One example is the

“Percentage compliance with leading security

indicators” for both airlines and airports for the

Aviation Regulation and Enforcement program.

Level of baggage and passenger screening covert

test results (which are classified) would also 

qualify as an intermediate outcome for the

Screener Workforce program if more effective

screening at airports reduces the likelihood of 

terrorist takeover of airplanes. Finally, for the

Screener Training program, the “Level of screeners

scoring 85% or greater on annual performance

recertification on the first attempt” could be a

good indicator of the level at which the trainers

would protect passengers in the future. 

Many measures of program performance are accu-

rately labeled as output or efficiency measures.

These types of measures range from the cost per

passenger and bag screened to number of inspec-

tions to the number of days the air marshals are

actually flying on airplanes.

Some output measures are clearly activities that

tell us little about the effectiveness of a program.

The Aviation Regulation and Enforcement pro-

gram lists the “Number of Inspections conducted

domestically by TSA.” This measure really has no
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bearing on the effectiveness of the regulatory pro-

gram as it fails to tell us anything about how much

safer passengers are as a result of DHS’ activity. 

2. ASSESS EVIDENCE OF

MARKET FAILURE

“First, do no harm.”

—Hippocratic Oath

Protecting lives and property is clearly one of the

most basic duties that citizens expect government

to perform well. Yet even security involves 

decisions about the relevant government and 

private roles. Governments provide police, but

citizens pay for locks on their doors. 

In a free economy like that of the United States,

what is the core government role in providing

security against terrorist attacks? Individuals must

make decisions about their personal safety all the

time. The people who run business enterprises,

nonprofit organizations, neighborhood associa-

tions, and countless other organizations similarly

make decisions that affect the safety of customers,

clients, employees, and others who interact with

their organizations. At what point do these 

decisions become public decisions? 

Regulatory economists generally accept that 

government should intervene in the case of a clear

“market failure” that cannot be adequately

addressed by other means. This is because 

voluntary action by individuals and organizations

is very effective at allocating scarce resources to

the uses that citizens value most highly. As 

Nobel laureate economist Friedrich Hayek

showed, decentralized processes are superior to

centralized regulatory solutions because decentral-

ized markets focus dispersed information—

information that no one individual (not even a

regulator) can obtain—and convey it effectively to

market participants.44 Decentralized markets also

permit trial-and-error experimentation in order to

discover things that would not otherwise be 

discovered.45 Evidence abounds that individuals

with diverse, localized knowledge can make 

choices, generate ideas, and solve problems far 

better than small groups of experts, no matter how

well intentioned, knowledgeable, or intelligent.46

Concentrating government effort on market 

failure does not mean that the government should

sit back and wait for a terrorist attack to reveal

where the private sector has provided inadequate

security. Rather, government and independent

analysts need to identify situations in which pri-

vate individuals, businesses, or other organizations
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may lack incentives to provide security.

Regulatory actions that do not explicitly recognize

the market failure or identify some other systemic

problem underlying the need for action are bound

to be less effective than those that identify and

correct the fundamental problem.

The term “market failure” is perhaps an unfortu-

nate piece of economics jargon, because to most

people the term “market” implies some form of

commercial, for-profit business activity. Market

failure then presumably refers to any situation in

which commercial activity fails to solve a per-

ceived problem. For many economists, however,

the term “market” often has a much broader

meaning, referring to any type of voluntary inter-

action in which people mutually coordinate their

activities, rather than taking directions from a

higher (governmental) authority. We use the

term in this broader sense. A “market failure”

occurs when voluntary activity fails to direct

resources to the uses that people value most.

When that occurs, some services (such as security)

may be under-provided.

2A.  PUBLIC GOODS

One form of market failure involves “public goods.”

Public goods are common resources for which it is

very costly to exclude users. National defense is a

classic example, and homeland security is closely

related. Community members cannot be excluded

from the benefits of homeland security activities,

even when they do not contribute to the cost of

providing the defense. This is known as the “free

rider problem”: because no one can be excluded

from receiving the benefits of homeland security

once it is provided, no individual has the incentive

to contribute voluntarily to its provision. As a

result, if left to voluntary activity, homeland 

security would likely be under-provided.

Furthermore, public goods have the characteristic

of “nonrivalrous consumption”: consumption by

one party does not diminish the value to another.

Thus, even if one could exclude others from a

public good, it would not be efficient to do so.

The public good concept generally justifies 

government provision of national defense or

homeland security. But that does not mean that

every form of “security” is necessarily a govern-

ment responsibility. The appropriateness of a

government role depends in part on whether the

particular application involves nonexcludability

and nonrival consumption.

In Israel, for example, citizens rely on government

protection against terrorist attacks. However,

individuals and businesses are also responsible for

preventive measures. Israeli transportation security

depends on four levels of security, one of which is

public vigilance. The public takes on the respon-

sibility for noticing unclaimed packages and 

suspicious travelers.47 Businesses also hire guards
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and employ security measures. One business

leader noted, “[O]ur well-being cannot be based

on peace. Our companies have to be successful

under any conditions; otherwise, other people

have the ability to influence our way of life. We

have to live our lives the way we want, whether

there is peace or not.”48

Business leaders assume responsibility for the pro-

tection of their assets and customers; one cannot

walk into a coffee house in Israel without having

a guard from a private guard service check one’s

bags. Similarly, the Egged bus company, target of

most suicide bombings (presumably because it is

the largest carrier) has 500 security guards on its

buses.49 It shoulders other substantial security-

related costs as well:

Our drivers get therapy sessions, personally

and in groups, from clinical psychologists 

we have hired. We also give a lot of training

to the drivers so that they can deal with a 

terrorist attack. This amounts to thousands 

of hours of both therapy and training. The

overall effect is our drivers feel as if Egged is

doing its best to deal with the problem and to

take care of its people.50

Far from being merely “eyes and ears,” private

security guards play an active role that one 

might normally assume would be reserved to

police officers. Guards have regularly placed

themselves in peril when preventing suicide

bombers from entering coffee houses.51 In

Netanya on December 5, 2005, security guards

prevented a bomber from entering a shopping

mall. Press reports note,

The suicide bomber blew himself up meters

from the entrance to the shopping center. 

He carried his explosives device in a bag.

According to witnesses, a female police 

officer and civilians passing by identified the

terrorist as a suicide bomber, and managed to

shout out warnings to others. The guard to

the shopping center prevented the terrorist

from entering the building, but could not 

prevent him from blowing himself up. He was

killed as he prevented the suicide bomber

from entering the mall.

Einav Tzabari, who stood by the nearby

courthouse, witnessed the attack. “We saw

the mall’s guard approach a man carrying a

bag. The guard pulled the terrorist towards
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the direction of the sidewalk, placing dis-

tance between the bomber and the entrance

to the mall. We heard shouts. Two police offi-

cers arrived at the scene and stood with their

back towards the bomber and the terrorist,

and then the explosion happened. We saw

things flying in the air; we immediately

understood this was a terror attack.”52

Why do private citizens and businesses take

responsibility for providing “security,” which

many people regard as a government responsi-

bility? Security is a public good for those people

who choose to enter the restaurant, bus, or

other business; once in, the guard protects

them. But this form of security is not a public

good for society as a whole.  The guard protects

only those individuals who enter the business

establishment.  Realistically, the guard can

only protect those individuals effectively—not

all of society.  Consumption is nonrivalrous,

and it is possible to exclude nonpayers.

Consumers demand security by patronizing 

better protected establishments. Businesses are

thus driven to provide basic security, such as

guards, to attract customers. 

This example demonstrates a key economic 

principle about public goods. The extent to

which something is a public good depends on the

particular context, the size of the market, and

particular institutional arrangements.53 All

“homeland security” is not inherently a public

good; it depends on the nature of the particular

threat, the particular counter-measures, and 

myriad other contextual factors. To determine

whether government intervention is necessary to

provide security in particular cases, one must ana-

lyze the specifics, rather than make broad philo-

sophical statements about the presumed nature of

“security” in the abstract.

In the US, airline security might seem to present

a similar situation. Security is excludable, and the

users pay. Even under government provision of

passenger and baggage screening, airline passen-

gers pay for security—partly in the price of the

airline ticket and partly in the “9/11” fee added

onto the price of the ticket. Airports and airlines

both have a strong interest in ensuring that air

travel is actually safe and perceived as such.  

The public goods rationale for airline security

becomes stronger if a principal purpose is to 

prevent terrorists from using airplanes as

weapons, as occurred on 9/11. The vast majority

of individuals killed on that day were working in

the World Trade Center, not flying on airplanes.

Protection of non-passengers who happened to be

in buildings targeted for terrorist attack via air is
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much more likely to be characterized by nonex-

cludability and nonrival consumption.54

The police and intelligence work involved 

in uncovering terrorist plots is another likely

example of nonexcludability. When government

investigates, monitors, and infiltrates terrorist

organizations, it is protecting the public from a

variety of threats that may not be known at the

time the investigation was initiated. Only after

a particular plan is discovered is it clear which 

citizens or businesses were at risk. Police in the

UK, for example, thwarted the August 2006 

plot to blow up multiple airplanes bound for

America through investigations and arrests. It

is doubtful that airlines would employ private

investigators or mercenaries to root out terrorist

cells just in case some of them might be planning

to attack airplanes.

2B. EXTERNALITIES

A somewhat related, but conceptually distinct,

market failure involves externalities. Broadly

speaking, an externality occurs when one party

does something that affects another party’s wel-

fare but does not take those effects into account.

Classic examples of negative externalities include

air pollution and ugly neckties. Classic examples

of positive externalities include safe streets and

well-kept lawns.  

As the examples suggest, not every form of exter-

nality implies that a policy response is necessary.

Economic theory suggests that government inter-

vention may improve welfare when (1) one

party’s action creates external benefits or costs for

another, (2) a change in the level of the first

party’s action would change the amount of 

external benefit or cost, and (3) the value of this

change to the second party exceeds the costs of

changing the first party’s behavior.55

Some forms of counterterrorism arguably involve

significant externalities. The decision of one 

person, business, or organization to engage in

counterterrorist measures could well make every-

one else safer by deterring a terrorist attack on

someone else. The fact that an office building 

is well-guarded, for example, may lessen the 

likelihood of terrorist attacks in the surrounding

neighborhood. When people, things, or informa-

tion flow through networks—such as airline,

financial market, or computer networks—one

network member’s decision to adopt security

measures can create costs or benefits for others.56

If the party engaging in counterterrorism does not
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take these “spillover” benefits into account, 

then it may under-invest in counterterrorism.

“Underinvestment” occurs only if additional 

counterterrorist measures would create additional

positive spillover benefits and the value of these

additional benefits exceeds the additional cost of

producing them. Government can correct this

problem by undertaking, requiring, or facilitating

additional counterterrorist measures, up to the

point where the additional benefits equal the

additional costs.

Another plausible externality rationale applies

in cases where terrorism causes widespread

demoralization, in addition to its direct effects

on the people or assets that get attacked.57 

Asset owners might not take these society-wide

effects of terrorism into account when making

their own decisions about security. If additional

efforts could reduce these external effects by a

large amount, then government could play a

positive role.58

2C. GOVERNMENT FAILURE

Other forms of “market failure” may arise as a

result of poor incentives or other constraints on

private parties created by previously-existing

policies. While such policy-driven problems are

not technically “market” failures, such problems

are likely to persist in the absence of some addi-

tional government action. The fundamental

solution would be to correct the original policy.

In some cases, however, decision makers will

likely find that they must mitigate the effects of

some policy that is unlikely to change in the

foreseeable future.

Terrorism—especially large-scale terrorist events

such as 9/11—provides some good examples of

this kind of quandary. By paying $5 billion in

compensation to airlines and $7 billion59 to the

victims after 9/11, the federal government 

effectively served as “insurer of last resort.”60 By

creating a $10 billion loan stabilization fund for

airlines, the government effectively served as a

“lender of last resort.”61 While motivated by

compassion (as well as a desire to let all con-

cerned avoid endless litigation), such practices

do somewhat diminish the incentives of airlines

and the insurance industry to take precautions

against terrorism. These specific policies were

not in place prior to 9/11, but the federal 

government has a long tradition of providing

disaster recovery assistance and bailing out 
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businesses that “cannot” be allowed to fail. It was

not unreasonable, therefore, for private parties to

expect some kind of federal help.

The Transportation Security Administration’s

(TSA) provision of passenger and baggage

screening has similarly diminished the incentives

of airlines, airports, and the insurance industry to

reduce terrorism risks, because the federal

takeover shields these parties from liability for

terrorist acts.62 Ex post, the Air Transportation

Security Act limited airlines’ liability for 9/11.63 If

these kinds of policy-induced distortions are 

significant, then private parties may under-

provide security. And if the government cannot

credibly commit to changing these policies in the

future, then some level of government will have

to take some other action to counteract private

parties’ incentives to under-provide security.

Government efforts intended to remedy a market

failure can also open the door to government 

failure. Public officials are neither benevolent 

nor omniscient; they can pursue their own self-

interest just as individuals in the private sector.

The incentives and information flows created by

government institutions may prevent govern-

ment officials from promoting the public interest.

Regulation can solve problems, but it also 

creates winners and losers by distributing costs

and benefits. Interest groups offer political 

support to government officials who will mini-

mize group costs and maximize group benefits.

Interest groups who are better organized and

have more at stake are likely to be more effective

at bending regulation to their liking. Regulation

is likely to benefit small interest groups, with

strongly-felt preferences, at the expense of the

general public.64 This occurs even when the 

stated goal of regulation is to promote some 

public interest goal, such as reducing terrorism.

Indeed, sometimes interest groups may even ally

themselves with vocal public interest advocates

who are more concerned about the broad inten-

tions of the regulation than the details of its

implementation. Under cover of the broad public

interest goal, the private interests get benefits

that may actually harm the public interest, such

as subsidies, restrictions on competition, or 

differential regulatory burdens.65

In proposing regulation to correct market failures,

therefore, policy makers must take care to avoid

creating even worse government failures. This does

not mean that government regulation cannot have

positive net effects, only that careful analysis is 
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necessary to avoid creating solutions that are worse

than the problems they are intended to address.  

3. IDENTIFY THE UNIQUELY

FEDERAL ROLE

“If this was easy it wouldn’t be so hard.”

—Yogi Berra

All levels of government, as well as individuals

and communities, play important roles in protect-

ing homeland security. Depending on the threat

and the possible mitigation efforts to address it,

responsibility for action may lie most appropriately

with federal, state, and local governments, 

communities, individuals, or some combination

of these. As the International Union of Public

Transport recently noted, 

Recent terrorist attacks in Moscow metro 

and Madrid suburban rail show that public

transport systems are vulnerable and potential

targets for terrorists. It is clear that preventing

and discouraging terrorist activities as such is

the prime responsibility of national security

agencies and similar bodies. Yet, the responsi-

bility for the passengers requires public 

transport stakeholders to acknowledge the

threat and to ensure the best possible level of

prevention and preparedness.66

Broadly speaking, there are strong reasons for 

a federal role in homeland security. Federal 

regulation may be appropriate if state or local 

regulations would burden interstate commerce or

compromise the rights of national citizenship.

Travel among the 50 states is commonplace, 

so the costs individual states would incur to 

protect against terrorist entry would have benefits

to citizens of other states. The public good 

characteristics of nonexcludability and nonri-

valrous consumption apply to the entire country

and do not end at state borders. Individual states

and localities would arguably invest too little 

in counterterror measures if they bear the full

costs, but the benefits accrued to the whole

nation (or continent).

That’s not to say that the federal government

must provide, direct, or regulate all homeland

security measures. Where both the costs and ben-

efits are largely confined to a single state, then it

is appropriate for that state to provide the funding

and make the decisions. Federal authority should

be involved when there are significant spillovers

across state lines.

What kinds of activities are more appropriate for

state or local governments? One example might

be dissemination of preparedness information

about potential threats and emergency plans. The

state of California currently has a law pending
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that would “[require] the State Department of

Education to electronically distribute disaster

preparedness educational materials and lesson

plans that are currently available to local educa-

tion agencies. [The law would also require] the

department to ensure that the materials are avail-

able in at least the three most dominant primary

languages spoken by English learners in the

state.”67 A great deal of dissemination of emer-

gency information is best handled on a local

rather than national level because of local knowl-

edge that can be much more accurate. For 

example, the local level is much better at 

handling where to go in the case of an emergency,

evacuation plans, or suggestions for provisions in

case of an emergency. The spillover of these kinds

of location-specific information does not neces-

sarily help people in other states.

It is clear that the federal government’s desire to

fund most homeland security efforts in the US

has decreased the incentive for states to provide

the funding for their own homeland security.  For

example, Florida’s 2003–2004 domestic security

plan included as one of its guiding principles,

“Maximize the use of federal funds.” Federal pro-

grams were to fund almost all of the state’s many

homeland security efforts, except for the proposed

agricultural safety programs.68 Federal officials

should take care to avoid crowding out state and

local initiative.

4.  ASSESS EFFECTIVENESS OF

ALTERNATIVE APPROACHES

“Steer, don’t row.”

—David Osborne and Ted Gaebler

The fact that market failure justifies some federal

role does not mean that any conceivable federal

role will do. Government has a wide variety of

options to influence security outcomes. These

include direct federal provision of security services,

partnerships with the states, public-private 

partnerships, performance-based regulation, 

command-and-control regulation, information

disclosure regulations, and ex post liability rules.  

Government can often accomplish more when it

chooses to “steer, not row,”69 and counterterrorism

is no exception. Experience shows that effective

counterterrorism requires flexibility and deftness

on numerous levels. That is not to suggest 
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methods that are illegal or in violation of statutes

and regulations; rather, we merely note that

over-regulation by government agencies seeking

to prevent terrorism may unwittingly provide an

advantage to those seeking to attack our society.

The question of how much and what kind of 

regulation takes on added significance in the

case of counterterrorism since lives may be at

stake. Private sector initiative is important in

counter-terrorism, and the wrong kind of regula-

tion, however well-intentioned, could smother

this initiative. Responsible decisions, therefore,

require consideration of alternative means to

accomplish the same end.

In some cases, the effectiveness of different

approaches is relatively easy to compare. The

Government Accountability Office (GAO), for

example, monitored the effectiveness of aviation

security screening both before and after 9/11.

This permits a comparison of the effectiveness of

three different arrangements: private contractors

paid by the airlines prior to 9/11, TSA screeners

after 9/11, and private contractors employed by

several airports under a pilot program permitted

after 9/11. One investigation involved under-

cover audits by DHS. According to the DHS

inspector general, federal airport security screen-

ers after 9/11 performed no better in their ability

to stop prohibited items from entering the 

“sterile” areas of airports than screeners before

9/11.70 GAO examined two studies to assess the

post-9/11 pilot program that allowed five airports

in the US to use non-federal screeners. The GAO

itself performed one investigation, and

BearingPoint, under contract to the TSA, 

performed the other. Both studies found no

evidence to conclude that privately hired 

screeners performed worse than federal 

screeners.71 In fact, the BearingPoint study cited

one airport, Kansas City, in which the private

screeners performed better than the federal

screeners.72 The GAO and TSA investigations

both suggest that private screeners under federal

regulatory guidance provide screening at least as

effectively as TSA employees.

A frequently-cited example of highly effective

airline security is the Israeli airline, El Al.  A

traveler seeking to leave Israel’s Ben Gurion air-

port must go through the following “checks”

before boarding a plane: 1) Upon arrival at the

outer perimeter of the airport, whether by pri-

vate or public transportation, the individual will
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be screened; if need be the car and the individual

will be pulled aside for additional questioning and

possible searching of the car, the passengers, and

their belongings. 2) Upon arrival at the outer

gate of the terminal, those seeking to enter will

be observed by highly trained security 

personnel; the process includes both screening

manifestly clear to the individual as well as

unobtrusive behavior observation. 3) Upon

entering the terminal, the individual will be

similarly observed. 4) Prior to reaching the gate,

the passenger will be asked a series of questions;

the responses are scrutinized both by the indi-

vidual asking and others who are observing the

process. 5) After receiving a boarding pass from

the gate agent, the passenger is asked to show

both boarding pass and passport prior to

approaching the carry-on and person scanner

(similar to procedures at US airports), which

completes the checking process. After being

scanned, the passenger may proceed towards 

the gate. At all times, security personnel are

observing the behavior of the passengers,

whether noticed or not.

Though El Al operates in a dangerous area of the

world and is an attractive symbolic target for ter-

rorists, the airline has not had a hijacking since it

instituted these security measures.73 On August

10, 2006, when hundreds of flights to and from

Heathrow airport were delayed due to the terrorist

bomb plot, El Al’s security procedures ensured

that it had no trouble receiving permission to

take off and land at Heathrow. The flight from

Israel to London departed two minutes late at the

height of the incident, and the flight from

London to Israel departed on time.

As the Israeli and US examples demonstrate,

there are many alternative ways to handle airline

security with different levels of effectiveness (and,

presumably, costs).

Sometimes agencies lack discretion to consider

meaningful alternatives. For example, one DHS

airline regulation requires that passenger and

crew manifests be electronically delivered to

the Bureau of Customs and Border Protection

before the passengers land in the US. In this

case, however, “[e]xploration of regulatory alter-

natives [was] limited during the rulemaking

process” because legislation mandated the regu-

lation.74 In other words, Congress prohibited

the agency from considering alternative means

of accomplishing the goal. If legislators refuse to

give the agency discretion, then Congress has a

responsibility to examine the effectiveness of

alternatives itself.
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5. IDENTIFY COSTS

“Our goal is to optimize our security, but not 

security at any price. Our security strategy 

must promote Americans’ freedom, privacy, 

prosperity, and mobility.”

—DHS Secretary Michael Chertoff75

Costs are not necessarily money. A decision to

use resources in one way is a decision not to use

them in some other way. The benefits that

could have been achieved by using the resources

in some other way are the “opportunity cost” of

the decision.

The accurate measure of the cost of any regulation

is its opportunity cost: what did we as a society

give up in order to devote resources to enacting

and complying with the regulation? Government

and private expenditures only partially measure

the opportunity cost. Sound regulatory analysis

also identifies hidden and indirect costs that are

less obvious than direct expenditures.   

5A. DIRECT COSTS

The most obvious direct costs associated with

homeland security are the funds spent by federal

agencies responsible for security. The DHS budget

for administering regulations is $19 billion in

2006.76 This figure includes only those regulatory

activities that are actually housed in DHS; the

total would be higher if it included regulations

from other agencies that may have an effect on

terrorism or security.

Another direct resource cost is the money spent

by various non-federal parties to comply with

the regulations. A regulatory impact analysis

performed by the Bureau of Customs and Border

Protection gives one example of the estimated

private costs due to counterterrorism regula-

tion. The analysis covered four versions of a

2003-2004 regulation that requires advance

electronic presentation of cargo information on

any shipment arriving or departing the US by

air, truck, rail, or sea. The analysis monetized

five costs to private air cargo carriers: the

implementation of a computer database system,

costs due to delays, data entry costs, service

degradation, and loss of revenue on passenger

carrying operations. The estimated direct

resource costs due to the computer database 

system and data entry costs add up to more than

$2.5 billion.77 The four versions of the regula-

tion are all fairly similar—simply changing the

severity of the regulation, not the means by

which the government tries to prevent harm.
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Different versions vary the size of cargo that

must be reported and the time at which the

information must be reported. The costs of

these different alternatives ranged from $269

million to $4.66 billion annually.78

El Al Airline’s security measures are highly 

effective, but they also entail significant outlays.

The airline spends approximately $100 million

annually on security, of which the government

reimburses approximately half. With 270 flights

per week, that works out to about $7100 per

flight.  If airlines and the US government spent a

similar amount per flight, airline security would

cost approximately $79 billion annually—far

more than this country currently spends.79

Clearly, counterterrorism regulation generates

significant federal expenditures and non-federal

compliance costs. But these direct, visible dollar

outlays are not the only costs.

5B. HIDDEN/INDIRECT COSTS

Government programs and regulations both con-

tain hidden, indirect costs that economic analysis

can help identify.

5C-1. Price distortions

When federal agencies and private firms spend

money to enforce and comply with regulations, the

money has to come from somewhere. Government,

of course, gets money from taxes. Businesses and

other entities, such as airports, ultimately have to

get the money by charging customers. In both cases,

the costs of regulation ultimately affect the prices

that consumers pay for the things they buy.

When prices or taxes increase due to regulation,

consumers pay more. In addition to these direct

costs are the indirect costs that arise when con-

sumers respond to the price increases by purchasing

less of the products or services whose prices have

increased. The value that this lost output would

have created for consumers and producers is

called the “deadweight loss” or “excess burden”

associated with the tax or regulation.

Scholarly research finds that the deadweight loss

associated with general taxation ranges from 

25-40 cents per dollar raised.80 An OMB “rule 

of thumb” assumes that the deadweight loss 

associated with federal taxation equals 25 percent

of revenues.81 Thus, the deadweight loss associated
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with homeland security funding likely equals at

least 25 percent of the expenditure, about $5 

billion in 2006.  

The deadweight loss associated with some security-

related regulations, such as those affecting air

travel, is likely much higher than the above 

calculation would imply, for two reasons. First,

specific taxes on airline tickets fund some federal

expenditures on airline security. Second, passen-

gers ultimately pay the private expenditures on

security in the form of higher ticket prices. Since

much air travel is price-sensitive, a small increase

in the price can create a big drop in ticket sales.

Passengers forego the value that this air travel

would have provided, and the aviation industry

forgoes the contribution to fixed costs that 

these passengers would have made if they had

purchased tickets.

Of the two fees that fund the TSA, the most well-

known is often called the “9/11 fee.”  This is a

$2.50 per enplanement fee with a maximum of

$5.00 on a one-way trip ($10.00 roundtrip), and

it shows up directly on customers’ tickets. The

less well-known fee, the Aviation Security

Infrastructure Fee (ASIF), also funds the TSA.

Each airline was surveyed after 9/11 to find 

out what its screening costs were before 9/11. 

The government then required that each airline

pay this amount to fund the TSA’s newly imple-

mented screening. This fee does not show up as

an add-on, but rather is incorporated into the

price the passenger pays for the ticket. The

amount paid by each airline is different and is

confidential.82

The two fees collected from passengers and 

airlines totaled $1.9 billion in 2005.83 That

equates to approximately $2.75 per enplane-

ment.84 Since the average airline revenue 

per enplanement (minus the ASIF) equaled

$122.50 in 2005, the security fees represent a 2.2

percent price increase. Ticket sales are quite 

sensitive to price; economic studies find that a 

1 percent increase in ticket price leads to a 1 

percent or larger reduction in ticket sales.85

Therefore, the security fees reduced enplanements
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by approximately 16 million. A very rough calcu-

lation suggests that this created a deadweight loss

of approximately $1.75 billion, nearly equal to

the revenue raised.86

The budget of the Transportation Security

Administration in 2005 was $4.3 billion. General

revenues covered the $2.4 billion discrepancy.

Using OMB’s 25 percent rule of thumb, a dead-

weight loss of $600 million accompanied these

revenues. Therefore, the total deadweight loss

associated with TSA expenditures on air security

regulation is about $2.35 billion.

5C-2. Service degradation

Indirect costs may also consist of effects on quality

rather than price. It is well understood by anyone

who travels that more time spent standing in

lines and longer time at the airport decreases the

quality of the trip. Numerous studies estimate the

effect of security measures on the time passengers

have to spend in airports.

Harumi Ito at Brown University and Darin Lee

from the economic consulting firm LECG 

performed an analysis of the impact of the 9/11

terrorist attacks on air travel. They examined the

percentage change in passenger volume on trips

of different distances between the year ending

June 2001 and the year ending June 2003. If 

weak demand for air travel following 9/11 were

solely due to a weak economy, then passenger 

volumes should have fallen pretty uniformly,

regardless of distance. In fact, the following table

from their study shows that volumes declined

much more dramatically on short-haul flights.

The hassle to fly after 9/11 increased dramatically.

It was easier for people to substitute other modes

of transportation for short-haul flights than for

long ones. Such a decline in short-haul traffic is

unprecedented; the declines associated with the

Gulf War recession were largely uniform across

distance traveled.87

A White House Commission under President

Clinton suggested numerous improvements 

for the air transport system in response to the

crash of TWA Flight 800 in 1996. Although the

crash was never determined to have been due to

terrorism, the commission directed many of the
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57 suggestions at improving air transport security.

A 1997 analysis by Robert Hahn found that the

additional 30 minutes of wait time recommended

by the Federal Aviation Administration to imple-

ment additional security measures cost airline pas-

sengers $8-10 billion per year due to additional

time spent at the airport. This cost estimate is for

additional wait time due to the security measures

put in place in 1996, well in advance of 9/11.88

TSA assumes that post-9/11 security measures 

at airports lead to 10 additional minutes of 

travel time on average. The Department of

Transportation assumes passengers flying on 
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88 Robert W. Hahn, “The Economics of Airline Safety and Security: An Analysis of the White House Commission’s
Recommendations.” Harvard Journal of Law and Public Policy 20:3 (Summer 1997): 791.

Source: Harumi Ito and Darin Lee, “Assessing the Impact of the September 11 Terrorist Attacks on US Airline Demand,”
Journal of Economics and Business 57:1 (2005): 75-95.
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business value their time at $40 per hour and 

passengers flying for personal reasons value 

their time at $33 per hour.89 Assuming the 

equivalent of 453.93 million one-way trips90

taken on domestic flights, a back-of-the-envelope

calculation would yield a total extra travel 

time cost of $2.76 billion in 2005.91

These costs seem small compared to the time cost

associated with El Al’s pervasive screening.

Passengers typically need to arrive at the airport

three hours before the flight—compared to the

usual two hours for international flights on other

airlines and one hour for domestic US flights.  In

the US, an additional hour of time per passenger

would entail a cost of $16.6 billion, assuming 454

million trips.  

Some of the US security numbers may, however, be

significant underestimates. Government averages

of additional time needed for the security measures

often ignore the fact that wait times are highly

variable, depending on the airport and time of day.92

Therefore, people often come to airports much 

earlier than sometimes necessary to make sure they

have time to board their flight. Employing TSA

data from 2004-05, USA Today calculated that

average wait times at the 15 busiest airports were

seldom more than five minutes long. However, the

maximum wait could be as long as 133 minutes

(Los Angeles), 120 minutes (Atlanta), or 100 min-

utes (Ft. Lauderdale).93 The variability in waiting

time can lead to a longer time at airports for 

passengers, thus generating a higher cost estimate. 

Quality distortions were also a major cost 

considered in the Bureau of Customs and Border

Protection’s analysis of its regulation requiring

advance electronic presentation of cargo informa-

tion. A major degradation of service to scheduled

cargo carriers occurs due to the need to delay

flights or hold them on the ground. Shippers then

need to hold larger inventories due to the volatility

in transport times. The cost estimate to “perish-

ables ranges from $46 per ton for a 30-minute

delay to $181.14 per ton for a two-hour delay; 

the cost of non-perishables is estimated to 

range from $6.90 per ton to $27.70 per ton.”94
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89 In year 2000 dollars. See US Department of Transportation, Office of the Secretary of Transportation, “Revised
Departmental Guidance, Valuation of Travel Time in Economic Analysis,” February 11, 2003. 
90 An enplanement occurs when a passenger boards an aircraft—originating or connecting. It is necessary to adjust
the 635.5 million domestic enplanements because 40 percent of one-way trips contain two or more enplanements.
The passengers would not go through security more than once.
91 Calculation was performed using an average value of passenger time of $36.50 per hour.
92 Robert Poole, “Airport Security: Time for a New Model,” Reason Policy Study 340 (2006).
93 Thomas Frank, “Checkpoint or Chokepoint?” USA Today, July 14, 2005.
94 Bureau of Customs and Border Protection, Department of Homeland Security, “Regulatory Impact Analysis:
Advanced Electronic Filing Rule,” November 13, 2003, http://www.cbp.gov/linkhandler/cgov/import/
communications_to_trade/advance_info/ria_electronic_filing.ctt/ria_electronic_filing.pdf.



Customs’ regulatory analysis calculates these costs

assuming known delays; volatile and uncertain

delays are much more costly.

5C-3. Increased risks

Regulation also involves tradeoffs between 

different types of risks. One cost of reducing 

terrorism risk could well be an increase in some

other type of risk that threatens life and safety.  

Airline security provides a notable case in point.

Federal passenger and baggage screening have

increased both the monetary cost of air travel,

due to higher ticket prices, and the nonmonetary

costs, due to longer delays and waiting times at

airports. Travelers have responded by substituting

automobile travel for air travel—particularly on

shorter routes. Statistically, auto travel is much

more dangerous than air travel; per mile, the risk

of fatality is 8.9 times greater.95 A study by

University of Maryland economists Adriana

Rossiter and Martin Dresner estimates that the

10-minute increase in wait time assumed by the

TSA and a security fee of $2.50 per flight segment

will lead to an additional 66.2 additional highway

deaths per year.96

Another study by Garrick Blalock, Vrinda

Kadiyali, and Daniel Simon from Cornell

University estimates the decreased demand 

for air travel due to the costs of airport 

baggage screening. They find that a decrease of

one million enplanements results in 15 

more driving fatalities. They combine this 

figure with their estimate of how many people

substituted driving for flying due to the incon-

venience of baggage screening, finding that 

“in the 4th quarter of 2002 approximately 

116 individuals died in automobile accidents

which resulted from travelers substituting 

driving for flying.”97

Robert Hahn, in his 1997 paper, also estimates

the number of highway deaths attributable 

to more costly security measures. He estimates

that a 30 minute delay increase at airports would
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95 Using average yearly data from 1992-2001 from the National Transportation Statistics (US Bureau of
Transportation Statistics, 1992-2001) and the Aviation Accident Statistics cited in Adriana Rossiter and Martin
Dresner, “The Impact of the September 11th Security Fee and Passenger Wait Time on Traffic Diversion and
Highway Fatalities,” Journal of Air Transport Management 10 (2004): 227-232. Some research finds that air passen-
gers who diverted to automobile travel are probably safer than average drivers; the diverted air passenger is only 76
percent as likely to be involved in a fatal accident as the average driver. See L. Evans, M.C. Frick, and R.C. Schwing,
“Is it Safer to Fly or Drive?” Risk Analysis 10 (1990): 239-246. 
96 Rossiter and Dresner (2004): 227-232. If the assumptions and parameters of their equation are varied, the 
number of additional deaths due to automobile travel can range from 1.0 to 99.3.
97 Garrick Blalock, Vrinda Kadiyali, and Daniel H. Simon, “The Impact of Post 9/11 Airport Security Measures on
the Demand for Air Travel,” (February 23, 2005), http://ssrn.com/abstract=677563.  

 



generate between 30 and 140 more fatalities 

per year.98

Michael Sivak and Michael Flannagan from the

University of Michigan Transportation Research

Institute argue that, after 9/11, there wasn’t 

simply a shift from flying to driving, but a shift

from long distance travel to more local travel.

Their main finding was that there were 1018

more traffic fatalities in October-December 2001

than would normally be expected—an 8.8 

percent increase over the expected frequency.

However, rural interstates contributed only 1 

percent of the increase in fatalities. If people were

simply substituting flying for driving to the same

destinations, there would be more deaths on

interstate rural highways. There was also 

a marked increase in pedestrian and bicyclist

fatalities, pointing towards the authors’ argument

that 9/11 resulted in not just a simple modal

transfer from flying to driving on interstates, but

a shift from flying to other alternatives such as

local travel.99

Terrorists kill, but so can safety precautions. Zero

risk is unattainable. Even in a wealthy country

like the United States, not every policy that

reduces the risk of terrorism makes society safer

overall. Sound counterterrorism decisions require

careful analysis of all risks, not just the risk the

regulation is intended to reduce.

6.   COMPARE COSTS WITH OUTCOMES

“Everyone is entitled to his own opinion, but not his

own facts.”

—Sen. Daniel Patrick Moynihan

Cost information cannot be considered in isola-

tion. A costly regulation may nevertheless create

significant positive outcomes that are valuable to

policy makers and citizens. Airline security, for

example, costs billions of dollars per year, but the

9/11 attacks may well have cost America $100

billion or more. Cost-effective airline security is

likely a bargain.  

Information on outcomes and costs can be com-

bined in a variety of ways to aid decision making.

Three key examples are cost effectiveness analysis,

cost-benefit analysis, and breakeven analysis

6A. COST EFFECTIVENESS ANALYSIS

Cost effectiveness analysis facilitates choice

among alternative ways of achieving the same

outcome. Decision makers will likely find a wide

variety of initiatives that seek to accomplish the

same outcome employing widely different means.

Improving governmental effectiveness requires

analysts to express outcomes in comparable units

(such as lives saved or injuries avoided) and rank

different programs and regulations according to
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98 Hahn (1997): 806.
99 Michael Sivak and Michael J. Flannagan, “Consequences for Road Traffic Fatalities of the Reduction in Flying
Following September 11, 2001,” Transportation Research Part F (2004): 301-305.



their cost effectiveness. Activities judged less

effective should either be reformed or discon-

tinued, so that resources can be reallocated to the

programs and regulations that are more effective.

Activities that are actually counterproductive

should be discontinued as soon as possible—both

to save resources for effective activities and to

prevent further damage.

The FDA’s analysis of alternative versions of a

recordkeeping rule intended to prevent food-

borne illnesses provides a good example of cost

effectiveness analysis.100 The FDA considered 

the costs and outcomes (number of avoided ill-

nesses) under multiple alternative versions of the

regulation. Three instructive ones are exemption

of very small entities, exemption of small entities
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100 Food and Drug Administration, Human Health & Services, Final Rule “Establishment and Maintenance of
Records under the Public Health Security and Bioterrorism Preparedness and Response Act of 2002,” December 9,
2004, 69 Federal Register 71562-71655.

OPTION
ANNUALIZED

COST

ANNUAL

ILLNESSES

AVERTED

AVERAGE COST

PER AVERTED

ILLNESS

INCREMENTAL

COST PER ILL-
NESS AVERTED

EXEMPT VERY
SMALL

ENTITIES

EXEMPT VERY
SMALL GROCERS
(FINAL RULE)

NO SMALL
ENTITY

EXEMPTION

$30,610,378 1067 $28,688 $28,688

$132,750,092 1204 $110,258 $745,545

$244,134,086 1282 $190,432 $1,428,000

Source: Food and Drug Administration, Human Health & Services, Final Rule “Establishment and Maintenance of
Records Under the Public Health Security and Bioterrorism Preparedness and Response Act of 2002,” December 9, 2004,
69 Federal Register 71562-71655. Option H, Final Rule, and Adjusted Comprehensive Figures taken from Table 18, 71645.

PROJECTED RESULTS OF ALTERNATIVE FOOD

RECORDKEEPING RULES

TABLE 2



only in the grocery sector, and no exemption for

small entities.101 All three options are projected 

to be effective; that is, all three would avoid rather

than cause illnesses. But their cost effectiveness—

indicated by the average and incremental cost per

illness avoided—differs significantly.  

The difference is especially noteworthy when 

one considers that the FDA examined multiple

variations on the same basic recordkeeping 

regulation. Legislators generally have much 

wider discretion than administrative agencies to

consider alternative ways of accomplishing the

same outcome. As a result, analysis of different

regulations issued by different agencies pursuant

to different legislation will likely exhibit even

wider variations in cost effectiveness. When 

this occurs, policy makers have significant oppor-

tunities to improve the overall effectiveness of

regulation by focusing resources on the most cost

effective measures.

6B. COST-BENEFIT ANALYSIS

Cost-benefit analysis translates the costs and 

outcomes into a common metric (usually money)

to aid comparison. This requires attaching a 

monetary value to various outcomes that may 

be difficult to monetize, such as lives saved 

or injuries avoided. The practice generates a

great deal of controversy, and sometimes even

moral outrage, directed at the idea that human

life or the quality of life could ever be translated

into a monetary value.  In reality, people 

frequently behave as if they place a monetary

value on their lives when they decide to engage

in various risky activities. The soundest form of

cost-benefit analysis assumes that the monetary

value of benefits is the monetary value implied by 

decisions that real people actually make.102

6C. BREAKEVEN ANALYSIS

In some cases, analysis may generate a reasonably

reliable estimate of costs, but significant likely

benefits cannot be quantified. Instead of ignoring

the unquantified benefits, analysts can use

“breakeven analysis” to calculate how large the

unquantified benefits would need to be in order

to justify the costs.103

The FDA food recordkeeping rule again 

provides an illustrative example. The FDA did

not calculate the net benefits of its rule and the

alternatives, but did provide sufficient data for

us to do so. Using the higher benefit values FDA
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101 The legislation itself exempts restaurants and farms—two notable provisions that seem to undermine the effec-
tiveness of any regulation intended to safeguard the food supply.
102 Office of Management and Budget, Regulatory Analysis, Circular No. A-4, September 17, 2003, 2,
http://www.whitehouse.gov/OMB/circulars/a004/a-4.pdf. The document also notes that if “revealed preferences”
methods (based on actual human decisions) are not available, stated preference or benefit-transfer methods can be
used.
103 OMB Circular No. A-4, p.2.



presents, we calculated the following net 

benefits.104 As the table indicates, all the 

scenarios FDA considered result in quantified

costs that exceed quantified benefits.

These estimates understate the expected benefits

of the rule because FDA only quantified and

assigned monetary values to accidental out-

breaks, what it refers to as “food safety benefits,”

but not intentional contamination, or “food

security benefits.”

Given the information FDA has provided, it 

is possible to calculate what the value of the

food security benefit would have to be in order

for the rule to be cost-effective. This break-

even analysis suggests that for FDA’s final

rule to be cost-effective, the value of avoided
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OPTION
ANNUALIZED

COST

NET BENEFIT

(LOW)
NET BENEFIT

(MEDIUM)
NET BENEFIT

(HIGH)

EXEMPT VERY

SMALL ENTITIES

EXEMPT VERY

SMALL GROCERS

(FINAL RULE)

NO SMALL

ENTITY

EXEMPTION

$30,610,378 (23,344,108) (15,797,217) (8,251,393)

$132,750,092 (124,550,852) (116,034,960) (107,520,272)

$244,134,086 (235,403,666) (226,336,080) (217,269,776)

PROJECTED NET BENEFITS OF ALTERNATIVE FOOD

RECORDKEEPING RULES

TABLE 3

104 FDA derives cost of illness estimates based on a value of a statistical life of $5 million and $6.5 million, and we
use $6.5 million in this table. See FDA, Final Rule, p. 71622.

Source: Authors' calculations. 



CONCLUSION

40
Policy ResourceMercatus Center at George Mason University

bioterrorist attacks on the nation’s food supply

would have to be between $108 million and

$125 million each year. To justify the less costly

alternative to the rule, which would have

excluded all small entities from the recordkeeping

requirements, the value of avoided bioterrorist

attacks would have to be between $8 million

and $23 million.

6D. WHAT IF INFORMATION IS INCOMPLETE?

Sound regulatory analysis should produce infor-

mation that lets decision makers compare regula-

tory alternatives along various dimensions,

including effectiveness, cost effectiveness, and

overall net benefits. Where such information is

incomplete, the analysis can still be informative.

For example, a careful assessment of the evidence

of market failure can help identify the root causes

of problems and identify solutions that are most

likely to be effective even if information on costs

and benefits is scant. Even partial information

about benefits and costs may suggest that a 

regulation is highly likely to benefit citizens on

net—or not. Breakeven analysis can suggest how

large the unquantifiable benefits of a regulation

would need to be in order to outweigh the costs.

Careful examination of unintended consequences

may reveal that some regulations are unlikely to

accomplish their intended goals and others are

more likely to be effective. Explicit articulation of

desired outcomes and performance measures 

provides a benchmark that can be used to evalu-

ate whether a regulation does indeed accomplish

the intended goals. 

Many analysts and decision makers have called

on government to prioritize security initiatives

based on risk assessment and cost effectiveness.

Few, however, have explained why a comprehen-

sive regulatory analysis framework is necessary to

accomplish this. We believe a thorough focus on

risk assessment and cost effectiveness requires all

six elements of the regulatory analysis framework,

for the following reasons:

1. IDENTIFY THE DESIRED OUTCOMES. If govern-

ment does not specify the desired outcomes, then

there are no concrete goals to guide action.

Outcomes defined in terms of risk reduction and

damage mitigation provide realistic benchmarks

that measure the real benefits citizens receive

from counterterrorism regulations.

2. ASSESS EVIDENCE OF MARKET FAILURE.

Understanding the specific reasons that private

action is insufficient and government action 

is necessary helps decision makers identify 

why people and assets are at risk. If we know 

why people and assets are at risk, we can better

craft solutions that actually stand a chance of

protecting them.

3. IDENTIFY THE UNIQUELY FEDERAL ROLE.

Multiple levels of government, businesses, civil

society, and individuals all have security responsi-

bilities. To ensure that the most critical jobs get

done, each should focus on what it is uniquely sit-

uated to do.



4. ASSESS EFFECTIVENESS OF ALTERNATIVE

APPROACHES. Experience shows that different

regulations can accomplish the same or similar

goals with vastly different levels of effectiveness.

The relevant decision makers—regulators or leg-

islators—should seek the most effective means of

accomplishing the goal.

5. IDENTIFY COSTS. A decision to adopt a regula-

tion is a decision to use government and 

private resources in one way instead of another.

To ensure that resources are used most effectively,

decision makers should be conscious of the 

foregone benefits, or “opportunity costs,” associ-

ated with each alternative.

6. COMPARE COSTS WITH OUTCOMES. Some 

security regulations will necessarily involve the

sacrifice of other values identified with the

American way of life. Citizens may have to forego

some money, time, privacy, or freedom in order to

prevent or mitigate the damage from terrorist

attacks. When calling for such sacrifices, govern-

ment owes citizens a transparent accounting of

how much the sacrifice improves security and at

what cost.
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